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1 Lecture 1

1.1 Integer lattices

Lattices have been studied by cryptographers for quite sometime, in
both the eld of cryptanalysis (seefor example [16{18]) and as a source
of hard problems on which to build encryption schemes(see[1,8,9]). In
this lecture, we describe the NTR U encryption algorithm, and the lattice
problems on which this is based.We begin with somede nitions and a
brief overview of lattices.

If a;;ap;::;;an are n independert vectorsin R™, n pm, then the
integer lattice with thesevectors as basisis the setL = f Qxiai DX 2
Zg. A lattice is often represened as matrix A whoserows are the basis
vectors az;::;;an. The elemens of the lattice are simply the vectors of
the form vT A, which denotesthe usual matrix multiplication. We will
specialize for now to the situation when the rank of the lattice and the
dimension are the same(n = m).

The determinant of a lattice det(L) is the volume of the fundamen-
tal parallelepiped spannedhby the basis vectors. By the Gram-Sdmidt
process,one can obtain a basisfor the vector spacegeneratedby L, and
the det(L) will just bethe product of theseorthogonal vectors. Note that
these vectors are not a basisfor L as a lattice, sinceL will not usually
possessn orthogonal basis.

The two fundamenal problems in the theory of integer lattices are
the shortest vector problem (SVP), and the more general closestvector
problem (CVP). Roughly speaking, both of theseproblemsare concerned
with nding the \most e cien t* basis of the lattice - a basis consisting
of vectors which are as short and as orthogonal as possible. Speci cally,
if v is a vector in the lattice, let jjvijj denot%apgm on v, typically

the sup norm, maxv;, or the Euclidean norm vZ2. Given a basis A

for a lattice L, the shortest vector problem is that of nding a nonzero
vector in L with minimum norm. Given an arbitrary (target) vector v in



Z", the CVP is the problem of nding the lattice point x T A closestin
norm to v, i.e., of minimizing jjAx vjj. No polynomial time algorithms
exist for solving either of these problems, although they have beenwell
studied both experimentally and theoretically. There are algorithms which
nd approximations to the shortest vector - we'll say more on that in a
momert. First, let's investigate a simpler question - that of predicting the
length of the shortest vector.

The relationship betweenthe minimum distancebetweenlattice points
and geometric properties of the lattices is an exampleof a questionin the
geometry of numbers, a eld essetially formed when Mink owski proved
the following theorem.

Theorem 1. If L is a lattice in R" (of rank n), then any convexset K
of area greater than 2"det(L) which is symmetric alout the origin must
contain a nonzelo lattice point.

This result gives an upper bound for the length of the \exp ected short-
est vector", ¢ in a random lattice. Supposethat K = B(r) be the ball
certered at the origin of radius r, and chooser sothat vol(B(r)) is ex-
actly 2"det(L). Then B (r) should cortain a nonzerolattice point - and r
should be an upper bound for the minimum length of the shortest vector

in the Euclideannorm. In R", the volume of B(r) is % and approx-

imating (x + 1) by P 2 x(x=€)*, we nd that n= edet(L)¥™". A
generalprinciple (the so-called\Gaussian heuristic") estimatesthe num-
ber of lattice points in the ball by the volume of the set divided by the
determinant of the IaBice. This gives an intuitiv e, and commonly used,
estimate of det(L)¥™ n=2 e for . We will seethat the ratio of this
value to the actual length of the shortest vector in a lattice will be an
important constart in evaluating the security of NTRU lattices.

The closestvector problem is a hard problem, in the senseof com-
plexity theory - the CVP is known to be NP-complete, in any norm.
While the SVP is believed to be an NP-hard, this is an open problem.
There are a number of indications that SVP is hard - seethe recern work
of Micciancio [6], for example. The book \Complexity of Lattice Prob-
lems" by Micciancio and Goldwasseris a good referencefor these issues
in computational complexity, which we'll not discussfurther here. For us,
the important fact is that there is no polynomial time algorithm which
nds the shortest vector. There is however a well known algorithm due
to Lenstra, Lenstra and Lovasz [5], which ndﬁ an approximately short
vector - guaranteed to be within a factor (2= 3)" of the actual short-
est - in polynomial time. LLL producesa \reduced" basis of a lattice,
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producing an approximately short basisvector as a result. The security
of the NTRU public key cryptosystem will ultimately rest on the inabil-
ity of LLL (or any of its more modern variants) to produce particularly
good short vectors within a reasonableamourt of time. While LLL often
works better in practice ( nding shorter vectorsthan it is guararteed to
produce), it appearsthat the running time of the LLL algorithm grows
exponertially with the dimension. We'll return to the details after de-
scribing the NTR U lattices. Further details speci ¢ to NTRU lattices can
be found in the appendix.

1.2 Polynomial rings and the basic NTR U operations

The basic NTRU operations take place in the ring of corvolution poly-
nomials R = Z[X]=(XN 1), whereN is prime. An elemen F 2 R will
be written asa polynomial or a vector,

We write  to denote multiplication in R. This multiplication is given
explicitly asa cyclic convolution product, F G = H, where

X X 1 X
He= FiGx i+ FiGn+k i = FiG;j:
i=0 i=k+l i+ ] = kmodN

When we do a multiplication modulo g, we meanto reducethe coe cien ts
modulo g. The parameter g neednot be prime.

The obvious way to measgethe sizeofanelemen F 2 Z[X]=(XN 1)
is by the Euclidean norm ( F;)¥™ of it vector of coe cients. How-
ewver, when working with the ring R and its sublattices, it is better to
work with thg, certered norm, which is de ned in the following way. Let
mg = (1=N) F; denotethe averageof the coe cien ts of the polynomial
F(X) 2 R. Then the certered norm of F, alsodenotedkF k is de ned by

IX 1 IX 1 1 IX 1 2
kFk?=  (Fi mg)?= F2 N Fi (1)
i=0 i=0 i=0
For randomly chosenpolynomials F and G, the norm is quasi-nultiplicativ e,

kF Gk kFk kGk:



This quasi-nultiplicativ e property can be explained via a compu-
tation related to Khintchine's inequality: Supposethat ffig is a ran-
dom N length sequencewith Prob(f; = 1) = d, Prob(f; = 1) = d
and P@%Lz 0) = N 2d, and fgg is any sequencewith 12 norm

kgk = g?. Then
P 2dkgk 2d
2
) ( )N e d =N:

- »‘ -
Prob(j  figj> N

i=1
When consideringn-tuples of elemeris of R, there is no reasonthat they
should be certered around the samevalue. In generalwe de ne the cen-
tered norm of an n-tuple (a;b;:::;c) with a;b;:::;c2 R by the formula

k(a;b;:::;0)k? = kak® + kbk?> +  + kck?: 2)

It will also be necessaryto compute inverses (or almost-inverses)
within the ring Rq = Z=gZ[X ]=(X N 1), whereq s a prime, or a power
of aprime. If F is a polynomial in Rq suc that F (1) hasa factor in com-
mon with g, then it cannot be invertible in Rq. In particular, F (1) should
not equal 0. Thus not every polynomial in this ring is invertible, but it
can be shavn that most polynomials, even among those which satisfy,
s&y F(1) = 1, have inverses.To determine how many elemens of Rq are
invertible, whereq is a power of a prime p, it su ces to count the number
of invertible elemerts in Rp. In Rp, the polynomial XN 1 factors into
(N 1)=nirreducible polynomials of degreen, wheren is the smallestin-
teger suc that p" = 1 (mod N). Thus the number of invertible elemerts
in Rp equals(p  1)(p" 1)N D3N and the probability that a randomly
chosenelemern of this ring is invertible is this number divided by pN, or

@ D = v
p p"
If it is alsorequiredthat F(1) = 1, a computation shows that probability
is still is large as
1 i)(N D=n.
pl’l

Units modulo p can be lifted to units modulo powers of p, and so nding
inversesin Rq can be reducedto using the Euclidean algorithm in Ry,.
We shall want as many invertible elemerts as possible,and with respect
to two di erent primes - optimal choicesmake n as large as possible.In
addition, there are algorithms which provide faster ways of computing
inverses.



1.3 NTR U Encryption algorithm

Public parameters . A choice of N determines the polynomial ring
Z[X]=(XN 1). Two moduli p and g are selectedsothat gcd(p;q) = 1
- here q will typically be a power of 2, and p will be very small. One
exampleis (N;p;qg) = (251 3;128). Additional public parametersare
numbers, which, for reasonsthat will be apparert momentarily, we'll
denoteds, dg, dm and d;. Thesespecify the spaceof allowable private
keysf and g, the allowable messagesand the form of the random
polynomial r usedin encryption.

Key creation Chooserandom\small* polynomialsf and g, wheref has
df I'sandd; 1 (-1)'s, and the rest zerces,while g will be similar, but
have the samenumber (dg) of 1'sand (-1)'s. By construction, f (1) = 1,
but, in addition, f will needto beinvertible in Z[X]=(XN 1) modulo
p and g. (As mentioned above, this occurs with high probability -
when it fails, a new random f is generated.) The inversef 1 mod q
is computed, and the polynomial

h=f,'g (mod q)

is published. This h is the public key, while both f and g are private.

Encryption  Choosea random polynomial r with d, 1's, d. (-1)'s and
the rest zerces.Let m bethe (trinary) messagewith d, 1'sand (-1)'s.
Compute the ciphertext

e=m+pr h (modQq)

. Reduction mod g here meansreduction of the coe cien ts into the in-
terval (  g=2;g=2]. (This is the natural choice sincethesepolynomials
are have coe cien ts certered around zero.)

Decryption  Multiply e by the private key f to obtain

f e=f m+pr f h (modg=f m+pr g (modq),;

where this last equality usesthe de nition of h. With an appropriate
choice of parameters which determine the sizesof the private keys,
messagesand blinding polynomial r, it turns out that the coe cien ts
off m+ pr gwill naturally lie in the interval ( g=2;g=2]. That is,
the very last reduction mod g above was super uous. Hence, having
obtained exactly f m + pr g, we can now reduce this mod p to
recover f - m, and m is recovered after multiplying by the inversef 1
of f mod p. Note that m is a mod p polynomial, and is then recovered
exactly.



The basicidea behind the decryption stepis the following obsenation
about corvolution multiplication of small polynomials. A coe cient of,
say, f m is a sum of products of the form f;m;, eah of which take on
values 0, 1 and -1 with some probability. Let's think of a coe cient as
a random variable, and consider what sort of distribution it is likely to
possessWhile it is reasonableto supposethat this random variable is
normally distributed around zero, it turns out that the hypergeometric
distribution (same mean, smaller standard deviation) is more accurate.
Thus the coe cien ts of products of small zero-cetiered polynomials like
f m stay very tightly clustered around zero. (Of course, f is not ex-
actly certered here.) Therefore it is easyto determine (experimentally)
choices of parameters for which decryption happens with overwhelming
probability. For example, in order for the decryption processto work, it
is necessarnythat

jto m+pr gn <aq

We have found that this will virtually always be true if we chooseparam-
eters so that

jf mjp o4 and jpr g1 o4

When decryption fails, there are two possiblereasons.If not all the
coecientsof b=f m+ pr gliein (g=2;g=2], but yet satisfy

maxb minh q

, then we say that a wrap failure hasoccured. A wrap failure can be xed

by shifting all the coe ecients. If howewer the spread betweenthe max
and the min of the coe cien ts is larger than g, then a \gap" failure has
occurred. Again, a judicious choice of parameterswill make such failures
extremely unlik ely.

1.4 Some basic NTR U securit y issues

There are number of dierent types of security issues:elemenary (why
N shouldbe prime), standard (meet-in-the-middle attacks), sophisticated
(lattice reduction attacks) and implementational (chosenciphertext at-
tacks, padding and hashingissues).Let's talk rst about the underlying
hard problem in NTRU encryption.



NTR U lattices The hard problem underlying NTRU is the CVP prob-
lem in somespecial (convolution modular) lattices. The private key pair
(f;g) will bea fairly short vector in the integer lattice L represened by
the matrix

0 1
0 0 ho h1 hN 1
0 1 0O |hy 1 hg hn 2
0 0 1 hy h, hg
0 0 0 q 0 0
0 0 0 0 q 0
0 0 0 0 0 q
which we shall abbreviate
_1h
M = 0g

If k is the integer polynomial such that f h = g+ gk, then the vector
(f;k) is the linear combination of the rows of this matrix which pro-
ducesthe private key pair (f;g). The h-vectors above have coe cien ts
which are fairly uniformly distributed in a g-interval. (Inversesmod q of
small polynomials can't be particularly distinguished from arbitrary mod
g polynomials in this ring.) This lattice has dimension 2N (and deter-
minant gV) whereasthe public key haslength N logq (h is an N -length
vector with integer entries mod @). The ability to keep the key length
relatively small comparedto the dimension of the lattice in which the
private key is a short vector distinguishesNTR U from other lattice based
cryptosystems, such asthe knapsadk or GGH systems([8]). Thus the key
length is of practical size,while the dimension of the lattice is outside the
range of existing lattice reduction technology. In practice, the parameters
of the NTRU scheme will be chosento balance a number of competing
considerations: minimizing decryption failure, eliminating the possibility
of brute force seardies, maintaining speedand e ciency, and requiring
an impossibly large estimated (breaking) time for the LLL algorithm to
return a short vector.

Remark 1. This basic scheme, and the NTRU lattice above, was pre-
serted at Crypto '96, where preprints were distributed. At that time, we
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(J. Ho stein, J. Silverman and myself) had not completed the details
of the analysis of the predicted breaking times of LLL, and our sample
parameterswere preliminary. Shortly after this, D. Coppersmith and A.
Shamir ([2]) made two important obsenations. First, they pointed out
that the lattice which optimizesthe ability of LLL to return short vectors
will in fact be the onerepresened by the matrix

where denotesthe N N identity matrix multiplied by a certain con-
stant . (Seethe discussionfollowing the next remark for a de nition of

. They alsopointed out that an attacker neednot nd the exact private
key pair - indeed, any short vector (f ¢ g9 in the above lattice canbe used
to decrypt. Thesetwo points were made in their paper [], presened at
Eurocrypt '97. The paper also expressedhe opinion that the security of
NTR UEncr ypt was fragile and temporary. Howewver, subsequeh exper-
iments using LLL on these lattices reveal that e cien t and quite secure
parameter choicesare possible,and that the security of the algorithm is
more robust than it may have initially appeared.

Remark 2. The Hermite Normal Form of a matrix (lattice) is upper tri-
angular, with all erntries positive, and the diagonal ertries the largest in
that row. Every integer lattice canbe put into Hermite Normal form, and
this HNF can be e cien tly computed. We note that the natural lattice
for NTRU is already in HNF.

Let L}, bethe lattice generatedby the rows of this matrix. The deter-
minant of L is g% N. (We shall drop the subscript h when the corntext
is clear. Sincethe public keyis h = g f 1, the lattice L will contain
the vector = (f ;g), by which we mean the 2N vector consisting of
the N coe cients of f multiplied by , followed by the N coe cien ts
of g. By the Gaussianheuristic, the expected size of the smallest vector
ina rﬁndom lattice of dimensionn and determinant D is approximately
D" S In ourcasen = 2N and D = gV N, sothe expected smallest
length is larger (but not much larger) than

r—
Ng.
.

S=

An implementation of a lattice reduction algorithm will have the best
chanceof locating = (f;g), or another vector whoselength is closeto
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, if the attacker chooses to maximize the ratio s=j j,. Squaring this

ratio, we seethat an attacker should choose soasto maximize
1
- £ 2 1542
—<7 = Ifixt 1917
2t i3 + idi
This is done by choosing = jgj, =jf j,. (Note that jgj, and jf j, are both
public quartities.)
When is chosenin this way, we de ne a constart c, by setting

J Jo = cns. Thus ¢, is the ratio of the length of the target vector to the
length of the expected shortest vector. The smaller the value of ¢y, the

easierit will beto nd the target vector. Substituting in above, we obtain
s

2 ejfj>idi,.
Ng

For a given pair (f;g) usedto set up the cryptosystem, c, may be
viewed as a measureof how far the assaiated lattice departs from a ran-
dom lattice. If ¢, is closeto 1, then L will resenble a random lattice and
lattice reduction methods will have a hard time nding a short vector
in general,and nding in particular. As ¢, decreaseslattice reduction
algorithms will have an easiertime nding . Basedon extensive exper-
imental evidence,the time required appearsto be (at least) exponertial
in N, with a constart in the exponert proportional to c;,.

We note that decryption of the messages equivalent to nding the
vector (pr;pr hmod g which is a vector in the lattice closeto the (non-
lattice) vector (0; m). Thus decryption solvesa CVP problem for the the
NTRU lattice.

The NTRU lattices are special casesof corvolution modular lattices
ones,consistingof N N blocks of circulant matrices. Sudch convolution
modular lattices have a rotational invariance property, sinceif (u;v) 2 L,
then

(X" wuX' v)2L forall0 i<N.

Notice that eat of the rotations (X' u;X' v) hasthe same(certered)
norm as (u; v).

Here are a few nal generalremarks about the relationship between
the parameters:

1. The security parametersN and g are related by
a= O(N):

In practice, we generally take %N q N.

2
3
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2. The small polynomials have coe cien ts of size O(1), that is, coe -
cients whcih are bounded independerily of N. Therefore the (cen-
tered) norm of a small polynomial a(X) satis es

kak = 0(IO N):

3. A general convolution modular lattice L has dimension 2N and de-
terminant gV, soits probable shortest vector and closestvectors have
size approximately

P
e(L)=" Ng=e= O(N): 3)

Notice that L corntains N linearly independert vectors of length q =
O(N), namely the rightmost N columns of its matrix. Small linear
conmbinations of these \ g-vectors" are the only obvious vectors of
length O(N) in this lattice.

4. If (u;v) 2 L, then the vector obtained by reducing the coordinates of
u and v modulo g isin L. Thus this lattice contains a large number
of vectors of length O(q N) = O(N 332).

5. An NTRU lattice corntains not only the short vector (f ; g), but all of its
(short) rotations (X' ;X' g), which havelength O( N). Basedon
the Gaussianheuristic, thesesecretshort vectorsare probably O(" N)
smaller than any vector not in the subspaceR (f;g) that they span.

At this point, we briey discusstwo additional basic security issues
which dictate the choice of parameters.

Meet-in-the-middle attac ks To cut down the searh spacefor the

private key, onecansplit f in half, say f = f1+ f,, and then one matches
f1 hagainst f, h,looking for the pair (f 1;f>) sothat the corresponding
coe cien ts have approximately the samevalue. Hencein order to obtain

a security level of (say) 2%, one must choosed; and dg sothat the space
of allowable pairs cortains around 2160 elemens. Hencethe security level

from a brute force seard aided by this trick is given by

s
Key _ 1 N!
Securiy  dg! (N 2dg)!
s__
Message 1 N
Securiy ~ d (N 2d)!’

assumingthat the dq is the smaller of d ; dg.
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Comp osite N, and the discrete Fourier transform A variety of sug-
gested parameters exist in the literature for NTRU encryption - always
using prime choicesfor N, the lengths of the key vectors. Howewer, Craig
Gentry, in [ ], wasthe rst to publish the obsenation that if N is compos-
ite, the dimension of the lattice that might be usedto attempt recovery
the keysmay be smallerthan 2N, thereby reducing security. Gentry's idea
involved a factorization of the the polynomial rings Z[X]=(X N 1) - we'll
take a di erent approad here.

It is tempting to choose N composite in order to use devices like
the Fast Fourier Transform (FFT) to reducethe computation required to
computethe corvolution products. Howewer, it is exactly the computation
in FFT which shows how to reduce the dimension of the lattice. The
discrete Fourier transform (DFT) of an N length vector (fo;f1;::5fn 1)
is another N vector, denoted Fy (f ), whosekth coe cien t is de ned by

X 1 :
Fn (f)k] = fiw
i=0

where W is a primitiv e N th root of unity, i.e., and WN = 1 (and hence
1+ W+ W2+ :::+ WN 1= 0). The objectsin the ring Z[X ]=(XN 1) may
thus be identied with Fourier transforms of integer vectors. The main
property that we'll useis the interaction betweenthe Fourier transform,
and the corvolution, namely, that

Fn(a BKk] = Fn (@)K]FN (DK]:

The FFT reducesthe number of computations required in computing
the FT by regrouping the terms e cien tly. Soif N is divisible by 2, say,
the FFT will cut the number of computations in half. It works asfollows.
Supposethat N = 2M, and for any N vector f, let f.en be the vector
of length M whosekth coe cien t, call it feven(K), isequalto fy + fyim,
fork = 0;1;::;M 1. Let WN = 1 and henceWwM = 1landW?isa
primitiv e M th root of unity. Then it is not hard to seethat for all i = 2k,

Fn (f)[2Kk] = Fm (feven[KI:
Applying this to the corvolution product h f, it follows that

Fn(f h)[2K] = Fn (f)[2K]FN (h)[2K] =
I:M (f even)[k]FM (heven)[k] = l:M (f even heven)[k]:
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In particular, the vector (f even; Geven) Will be a relatively short vector in
an N dimensional lattice - the corvolution modular lattice represerted

by

— heven
M = 0 g
Fori = 2k + 1, there is a similar formula. Since
K 1 _ .
Fn(F)[2k + 1] = fiw w2k

0
the samecomputation asin the even caseshaws that

Fn (F)I2k + 1]= Fum (foda)[K];
where
foad(i) = FiW T+ fiuyW*M =fw T foyw
Using this identity in the convolution product, we seethat

fodd Nodd = Jodd:

Cancellingthe W ' from both sides,we nd that the pair (f ; go), where
fo(k) = fx fx+m,isashort vectorin the N dimensionalconvolution lat-
tice generatedby hy. Thus the 2N dimensional lattice reduction problem
is replaced by two N dimensional lattices, presumably recovering both
fr+ feem andfy  fram:

2 Lecture 2

A digital signature scheme should have the following properties: there is
an algorithm to produce a signature for a documert, there is a means
to verify valid signatures, and forgery should be impossible. Often the
requiremert that valid signaturesshould always be acceptedis relaxedin
favor of eliminating the possibility of forgery.

In this lecture we describe the digital signature scheme NTR USign
which is based on the CVP for NTRU modular lattices. Most of the
following introduction to NTR USign is taken from articles and material
available on the NTR U web site www.ntru.com, whoseauthors include J.
Ho stein, N. Howgrave-Graham, J. Pipher, J. Silverman, and W. Whyte.

The coreidea of NTR USign is asfollows. The Signer'sprivate key is
a short generatingbasisfor an NTR U lattice and his public key is a much
longer generating basis for the same lattice. The signature on a digital
documert is a vector in the lattice with two important properties:
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{ The signature is attached to the digital documernt being signed.
{ The signature demonstratesan ability to solve a generalclosestvector
problem in the lattice.

The way in which NTR USign acdievesthesetwo properties may be
briey summarizedas follows:

Key Generation The private key includesa short 2N -dimensional vec-
tor denoted (f ; g). The public key is the large N -dimensional vector h
that speci es the NTRU lattice LT, that is, h is generatedfrom f
and g by the usualNTRU corvolution congruencen f 1 g(mod g).
The private key also includes a complemenary short vector (F; G)
that is chosensothat (f;g) and (F;G) generatethe full NTRU lat-
tice LNT.

Signing The digital documernt to be signedis hashedto createa random
vector (mq; my) modulo g. The signer usesthe (secret) short generat-
ing vectorsto nd a lattice vector (s;t) that is closeto (my; my).

Verication The verier usesthe public key h to verify that (s;t) is
indeed in the lattice LNT and he veries that (s;t) is appropriately
closeto (m1; my).

Remark 3. An earlier digital signature schemecalled NSS, also basedon
NTRU lattices, was preseried at Eurocrypt 2001[11]. A number of cryp-
tographers found weaknessesn NSS due to the incomplete linkage be-
tween an NSS signature and the underlying hard lattice problem. The
private key pair (f; g) which generatesh, together with all pairs of rota-
tions of f and of g, yields only N basis vectors for the 2N dimensional
NTRU lattice. The stheme NSS attempted to set up a CVP using only
these basis vectors, imposing a variety of additional conditions on valid
signaturesin order to maintain the claim of 2N dimensional lattice secu-
rity. This wealer solution to the CVP problem for NTRU left the door
open to a variety of attacks: a simple forgery of signatures noticed in-
dependertly by Gentry, Jonsson,Stern, and a more signi cant inherent
dicult y involving the leakage of information in a short transcript of
signatures, dewveloped by Gentry and Szydlo. The di culties created by
using only half the basisvectors are resolved in NTR USign , sincethere
is a direct and straightforward linkage between NTR USign signatures
and the (approximate) closestvector problem in the underlying NTRU
lattice.

Remark 4. The principle uponwhich NTR USign is basedis very simple.
The signerhas private knowledgeof a short basisof vectorsin the NTRU
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lattice. Given an arbitrary point in spacearising from a messagedigest,
the signer usesthis knowledgeto nd a point in the NTRU lattice close
to the messagepoint. He then exhibits this approximate solution to the
closestvector problem (CVP) ashis signature. This basicideawasalready
proposedby Goldreich, Goldwasserand Halvei in [8].

The fundamental advance of the NTR USign algorithm is the use
of NTRU lattices for CVP-based signatures. The cyclical nature of the
NTRU lattices allows the public key to be speci ed by just one or two
vectors, and it is this property that allows secureinstancesof encryption
or signing with practical key sizes.Thus for lattices of dimensionn, the
GGH proposal [8] requires keys of size O(n?) bits, while NTRU uses
keys of sizeO(nlogn) bits. At a practical level, this meansthat a secure
version of GGH requires keys with between 10° and 10° bits (see[16]),
while NTR UEncr ypt and NTR USign adhieve RSA 1024 bit security
with keys of under 2000 bits.

It should be noted that the use of NTRU lattices for CVP-based
signaturesis not completely straightforward. For the GGH sdeme, the
signeris free to chooseany basisof short vectors for the private key. For
an NTRU lattice, the rst short vector (f ; g) and the public parametersN
and q completely determine the lattice L - sothe signeronly hasa short
basis for half of the lattice and must use the known short vector (f ; g)
to nd a complemernary short vector (F;G) that, together with (f;Q),
generatesLy. The ecient construction of an appropriate (F;G) is a
nontrivial task.

We will seethat the ability to forge signatureswill imply the ability
to solve an approximate CVP in high dimensionsfor the NTRU lattices.
Howewer, the security of a digital signature stcheme, as comparedto an
encryption scheme, has an extra componert: the potential leakage of in-
formation in a transcript of signaturesbuilt from the sameprivate key.
The requiremert of a signature scheme that no information can be ob-
tained from a transcript of any length can be relaxed for practical use.In
this case,one needsan estimate of how often a new key should be gener-
ated to achieve a desiredsecurity level. Our analysisshows that the most
e cien t known method of transcript attack is ine ectiv e on transcipts of
10° valid signatures. We bene ted a great deal from commerts on these
topics from C. Gertry, J.Lahtonenen, A. Rervall and M. Szydlo. In par-
ticular, Gentry and Szydlo dewveloped the use of higher order momerts
and their asymptotics in analyzing transcripts, and shoved how lattices
can be usedto aid corvergencein certain situations.
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2.1 Key generation, signing, verication

An NTR USign public/priv ate key pair is createdexactly asin the public
key scheme /INTR UEncrypt: the key creator chooses(f;g) and forms
h f 1 g(modq). Howewer, aspart of his private key, the key creator
also computestwo additional polynomials F and G satisfying

f G g F=q and kFk;kGk= O(N):

It will turn out that the rotations of (f;g) and (F; G) then form a basis
for L.

Let's assumefor the momernt that the signer has such an (F; G) pair
at his disposal.

Signing To sign a digital documert D, the signer rst hashesD to
produce a messagaligestm = (m1; m») composedof two random mod g
polynomials m; and mo.

The signature on D is a vector (s;t) 2 Ly that is very closeto m.
The signer nds (s;t) by expressing(mq; my) as a Q-linear combination
of his short basisvectors and then rounding the coe cien ts to the nearest
integer. This standard method of approximately solving a CVP using a
\good basis" of a lattice was already suggestedfor usein cryptography

by [8].

Remark 5. The hashing of the documert is not only doneto reducethe
size,there are security issuesas well. For example, a signature on a mes-
sagewill alsobe a valid signature on any other messagecloseto the given
one.Thus, to prevent fraud, a small changein a messageshould produce
a large or random changein its hashedimage. The security issuesrelated
to hashing of the documerts will be discussedat the end of this lecture.

Algorithmically , this procedurefor the NTRU lattice canbe described
as follows:
{ Compute polynomials a;b;A; B 2 Z[X]=(XN 1) by the formulas

G m F my=A+qg B;
g m+f mp=a+q b;

(4)

wherea and A are chosento have coe cien ts between ¢=2 and g=2.
{ Compute polynomials s andt as

s f B+F b (modog);

t | (5)
g B+G b (modQq):
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The polynomial s is the signature on the digital documert D for the
public key h.

Remark 6. In practice, only b and B will be neededto create the signa-
ture, and only s is neededto form the signature. We also obsene that
(s;t) isin the NTRU lattice Ly, sincewe can write

(s;t)=B (f;g)+b (F;G) (mod q):

Remark 7. For a polynomial P(X) 2 Q[X] with rational coe cien ts, we
usethe notation bP e to denotethe polynomial obtained by rounding ead
coe cient of P to the nearestinteger.

Then the full signing processmay be summarized by the follow-
ing matrix equation, which shows that we are using our short basis
f(f;q);(F;G)gin the standardway to nd approximate solutionsto CVP:

st = Bb = mimp

fg fg
FG F=q f=q FG ©)

Verication Let s bea putative NTR USign signature for the message
digest m = (my; m,) and public key h. The signature will be valid if it
demonstratesthat the signer knows a lattice point in Lr'\]IT that is su -
ciertly closeto the messagedigest vector m. Veri cation thus consistsof
the following two steps:

{ Compute the polynomial
t h s (modaq):

(Note that by de nition, (s;t) is a point in the lattice L.)

{ Compute the (centered) distance from (s;t) to (my; m,) and verify
that it is smaller than a prespeci ed value NormBound
In other words, ched that

(s myt my)  NormBound (7)

A valid signature demonstratesthat the signer knows a lattice point
that is within NormBoundof the messagedigest vector m. Clearly the
smaller that NormBounds set, the more dicult it will be for a forger,
without knowledge of the private key, to solve this problem. It is thus
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important to analyze how small we can set the bound NormBoungdwhile
still allowing valid signaturesto be e cien tly generatedby the signer.
From (4) and (5) (or using (6)), we can calculate

fg

(my;mz)  (s;t) = A=ga=q EG

We recall that the coe cien ts of a and A are between ¢=2 and g=2, and
hence

m s= 1 f+ 2 F and m, t= ;1 g+ » G; (8)

where ;1 = A=q and , = a=q are polynomials whose coe cien ts are
between 1=2 and 1=2.

As m1 and m» vary acrossall mod q polynomials, it is easyto ched
that A varies uniformly acrossall mod g polynomials, so to all intents
and purposesthe coe cien ts of ; may betreated asindependert random
variablesthat are uniformlypd@uted in the interval ( 1=2; 1=2). Hence
on averagewe have k 1k N=12. A similar remark appliesto a and »,
soalsok 2k N=12.

We can now estimate the distancefrom (s;t) to (my; my) usingk 1k

k 2k N=12 and the quasinultiplicativit y of the norm:

3
N 1+1—2 2 (9)

. 2 — . 2
k(mi s;mz k"= K(af + 2F; 19+ 2G)K°  —3 N

Key creation The pair (f ; g) which determinesh, and the NTR U lattice,
is created at random. The signer needs,howewer, a full (short) basis of
the lattice Ly to produce a valid signature, and needsto create another
pair (F; G) - short, independert of (f ;g), and in L. The generalstrategy
for completing the basis of is to project f and g down to Z via the
resultant mapping, which respects multiplication, i.e. we considerf and
g aselemens of Z[X]and nd ¢; g ki;kg2 Z[X] and R¢;Rg 2 Z such
that

(f + k(XN 1)= Ry = resultant(f XN 1);
g0+ kg(XN 1) = Rq = resultant(g, XN  1):

Assumingthat R¢ and Rg are coprime over the integers, we can now use
the extendedEuclideanalgorithm to nd ; 2 Zsudthat R {1+ Rg=
1, in which casewe have

( OF+( gg=1+kx" 1y
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Theorem 2. LetF = q gandG=q ¢.Thevectorsf(f;q);(F;G)g
form an R-basisfor the NTRU R-module M ,,q geneated byf (1; h); (0; g)g.

Proof. Let L bethe R-module generatedby f(f ; g); (F; G)g; we will show
Mpq LandL  Mpg. An arbitrary v 2 Mpq can be written v =
a(1;h) + b(0;g) = (a;ah + bg for somea;b2 R = Z[X]=(XN 1). Since
h=1f lgmodgweknowthat (hf @)=q2 R andsimilarly (hnF G)=q=
h g f 2R,thusc= a(G hF)=gq bF,d= (hf g)=g+bf 2 R. It
is a simple matter to conrm that v= c(f;g) + d(F;G) soM, L. To
shaw the corverselet a= cf + dF;b= c¢(g hf)=g+ d(G hF)=q2 R.

A usefulway to view M q is asa matrix of generatingrows, in which
casethe above theorem can be seenas a unimodular change of basis.

fg _ f (g fh=g 1lh
FG ~ F(G Fh=qg O0gq

With this notation we can de ne the discriminant of the R-module to
be the determinant of the matrix, which can be seento be an invariant
modulo multiplication by a unit of R.

Sincethe de nition of the resultant of f with XN 1 is the product
of f evaluated at all the complexroots of XN 1, we know that f (1) =
di divides Rs. If we let denote a primitive root of XN 1, then the
remaining product Rq=c is actually the norm of f ( ) when considered
asan elemen of the eld Q[ ]. When N 1 is reasonablycomposite the
sub eld structure® of Q[ ] may be utilised to yield a more e cien t way
of nding 9?2 Z[X]andR? = Rf=¢k 2 Z sud that

9% = R mod (X):

In this caseit is relatively easyto chedk that ¢ = d; P+ k (X) where
k= (RY dil)=N 2 Z, and | is the sum of the coe cien ts of ?.

A problem with the F and G generatedby these techniques is that
although they do completethe basis,they typically have very large coe -
cients. Howewer, we can clearly remove any R-multiple of the vector (f ; g)
from (F; G) - in fact, it su ces to reducethe rst coordinate F. Suppose
we nd ak such that kF  kf k is small. Then sincefG gF = g, we
have
G F _ q q

f

g fg kfk kgk

11t is an extremely interesting and open question to know if there are any security
implications to using an N such that N 1 is highly composite.
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(For the parameter set (N; q;d) = (251;128 72) this quartity is equal to
2:49, which meansthat on average,the coe cients of Gg ' and Ff 1
dier by only 0:157.)

To minimize kF  kf k we would like to choosek to be equalto | =
F=f 2 QIX]=(XN 1), whereweknow 1=f = (1=R;) ¢ 2 Q[X]=(XN 1).
Howewer we are of courselimited to take k 2 R, sowe take k = ble. The
task of nding ak which minimizes the Euclidean norm of the coe cien ts
of F  kf canbeviewedasa N -dimensionalappr-CVP lattice problem,
and the procedureabove is equivalent to Babai's \in verting and rounding”
approac [Ba 86] The lattice for this N dimensional CVP problem s given
by the circulant matrix generatedby f. This is a well reduced lattice,
which is essetial for Babai's technique, since f is a relatively sparse
binary elemernt of R and thus highly orthogonal to its rotations.

In practice however one obtains a smaller result by treating the two
componerts together. This correspondsto the standard lattice paradigm
of multiplying a non-square basis by its transposein order to be able
to perform Babai's inverting and rounding technique. In this context the
optimal k to reducek(F;G) K(f;g)k turns out to be

fF + oG
ff+qgg

wheref (x) = f (1=x) mod XN 1 and similarly for g.

2.2 Hash function attac ks

A signature is a closevector (s;t) to a an arbitrary point (m1;my). From
this signature it is easyto construct a signature for the point (0;m»
my; qv), namely (s;t) m4(1;h) v(0;qg). Sowe shall only solve the
CVP for points of the form (0; m).

We now turn to security issuesarising from the mapping of a digital
document D to a messageepresenativ e (0; m).

This mapping is actually a two stageprocess.First a standard secure
hash function H is applied to D to give an output H1(D) consisting of

bits for an appropriate choice of . Next a (public) function

Ho:(2=22) ! (Z=qz)™N
is applied to H,(D) to yield the messagedigest m = H,(H1(D)). The

function H, should map the 2 possibleH; hash valuesin a reasonably
uniform manner into the set of ®N possiblemessagaligests.
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Two potential attacks arise related to this mapping. First, if two dig-
ital documerts D and D%map to two messagaepresetativesm and m°
which are very closetogether, and if the signer can be induced to sign
both of them, then there is a small, but nontrivial, possibility that the
di erence of the signaturesis a small elemen of the underlying lattice.
This might reveal the private key [14]. Suc a pair of documerts would
endangerall NTR USign implemertations using a common mapping H.

Another classof forgery attacks is also possible,arising from the fact
that an attacker cangeneratearbitrarily many lattice points themselesof
the form (u; uh mod @) for aribtrary u. In this case the attacker generates
alargesetL of lattice points and alargesetM of messageepresenativ es,
and cheds to seeif oneof the lattice points in L signsone of the message
represenativesin M .

To analyzeboth of theseproblems, we considerthe collision-resistance
of a uniform random mapping into (Z=gZ)?\ . The measureof this resis-
tance is the number of points that needto be generatedby this mapping
beforethere is a chance of greater than 50% that two image points exist
within a distance B of ead other. To calculate this, considerwhere a
mapping H» can place a successiorof points. The rst point can go any-
where. So long as the secondpoint is at least B from the rst point,
there is no collision. The third point needsto avoid (at worst) two balls
of radius B g Continuing with this reasoning,we nd:

Prob(no collision on (n + 1)st random point)

¥ Volume of an N -ball of radius B g
Volume of an N -box of sideq

k=0

¥ N=2 B N
= (1 kC); whereC= —ymy - .

k=0

In order for the probability of collision to be abgut % therefore, we have
the familiar birthday paradax formula ngq 1=C. Applying this to
the key recovery attack, we nd that for (N;q) = (251; 128), an attacker
will have to generate22%® distinct messagedeforethere is a 50% chance
of nding two messageaepresetativeswithin B .o = 10 of eat other.
A similar analysis applies to the collision attack. Since ead lattice
point generatedsignsall points within a radius N, an attacker who gen-
erates n lattice points can sign at most a fraction n:C of all potential
messageswhere
N=2 N N

C={avNnm) q
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If the attacker generatesn points and k messagesher chance of not
getting a collision is
(1 nC)* 1 knC:

To minimize max(k;n), we take k = n, and nd that for the standard
parameters(N;qg;N) = (251; 128 300), an attacker will have to generate
286 |attice points and the samenumber of messageepreserativ esto have
a 50% chance of forging a signature by this method.

3 Lecture 3

In this lecture, we discussthe security of NTR USign from a number
of dierent attacks. NTR USign is a nite transcript scheme,but before
analyzing transcript leakage, we'll deal with the more straightforward
potential security problems.

3.1 Securit y of NTR USign against forgery

Working only with the public parameters,and without the knowledge of
any signed messageskey recovery is equivalent to nding small vectors
in the NTRU lattice. Let's consider the dicult y of forging a specic
signature.

Supposea forger picks a small s, with the hope that m sh mod g
will have all small coe cien ts too. On averagethese coe cien ts will be
more-or-lessrandﬁrmdulo g, so the average norm of an attempted
forgery will be g N=12 (This last quartity comesfrom an expected
value computation: take a sequenceof N independert random variables
uniformly distributed in a g-interval, then the expected value of the sum
of their squaresis g?N=12.) Sincethe asymptotic choicesof d ,dg and g
are all O(N) we seethat the forgery will have norm O(N 3%2), which is
the sameorder of magnitude as the typical valid signature norm. Thus
the security of NTR USign liesin the relative constarts involved.

A forgery attack may combine the preselectionof some of the coor-
dinates with lattice reduction techniques on a lower dimensional lattice
to locate the remaining coordinates. This is the approac for cornvolu-
tion modular lattices developed by Gentry, Jonssonand Stern [7]. In this
scenario,a forger preselectssomewhatfewer than N coordinates and use
lattice reduction techniqueson a lower dimensional lattice to nd the re-
maining coordinates. Let's say that N of the coordinates of s and t are
selected,for somechoice of 0 1. Now lattice reduction techniques

21



on a lattice of dimension (2 YN and determinant N to make the re-
maining (1 )N coordinates as small as possible.Notice that = 0
corresponds to pure lattice reduction and = 1 corresponds to pure
exhaustive seard.

The actual lattice in [7] has determinant gN®* ) so we'll use this
constart in the following computations. First obsene that if = 1, the
likelihood of an nding a valid signature (by solvingt = h s for the
remaining values)is just the probability that the sum of the squaresof N
integerschosenat random in the interval [ g=2; g=2] will be lessthan the
preassignedNormboundAn upper estimate for this probilit y is simply the
volume of the appropriate ball divided by the volume of the g-cube. This
probability can be made negligible for practical choicesof the remaining
parameters.

As increasesthe fundamertal ratio (cf. (??))

NormBound
u q(1+ )=(2 )
2 e

decreasesand whenit passedelow 1, the Gaussianheuristic says that it
is very unlikely for any solutions to exist. For example, NormBound= 310
gives a value of = 0:3835, which corresponds to a lattice of dimen-
sion 405. Thus a lattice reduction attack cannot hope to be reducedbe-
low dimension405 (down from 502). Further, asthe dimensionis reduced
towards 405, the advantage gained from the reduction in dimensionis at
least partially eliminated due to the decreasen the Gaussratio.

[NormBounf |Lattice Dim |

300 (0.3772 407
310 0.3835 405
320 0.3895 404
350 [0.4062 400
380 0.4213 396
400 0.4305 393
420 |0.4392 391
480 0.4624 385
Table 1. Minimum Usable Lattice Dimension| N = 251,q= 128
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3.2 Transcript analysis attac ks

Recall that the di erence betweenthe messagdo be signed(m1; m»,) and
signature satis es

: Y= A-qazq | 9
(ml1m2) (Sit) - A_q a_q = G

Since the coe cien ts of a and A are between ¢=2 and g=2, it follows
that

m, s= 1 f+ o F and m, t= 1 g+ » G; (10)

where ;1 = A=q and , = a=q are polynomials whose coe cien ts are
between 1=2 and 1=2. With m; = 0, and writing m, = m, we seethat
The polynomials A and a are related by

f m=a+q b (modq) and F m=A+q B: (11)
Altogether, we seethat s = f £ F ,where

F m
= m)= ——
F= g(m) q

and

and similarly fort m.

Each of £ and ¢ are uniformly distributed in [ 1=2;1=2], and|§oa
transcript of signaturess;;:::; sy revealsa list whoseaverages(l=n) s;
corvergeto 0. However, the averagesof higher momerts of the s;'s will
corvergeto a nonzeroquartit y. = _

We rst introduce someterminology. If a(X) = aiX'2 Rbhea
polynomial, then the reversalof a is the polynomial

X 1 .
a®(X)=aX )= ag+ ay X"
i=1

We then set

Zq[X]

a(X)=a(X) a®(X)2Rqg= m:
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Notice that a hasthe form

X1 oX 1
a= aj Qi+ k in

k=0 i=0

In particular, the constart term of a is P aiz, and if the coe cien ts of a
are certered to have mean 0, then the constart term of a will tend to be
considerably larger than the other terms. In the languageof the Fourier
transform, the DFT of the polynomial a™V(X) is simply the conjugate of
the DFT of a(X).

Considerthe corvergenceof the secondmomert s; = s; s{*¥. To nd
this value, we let s, denotethe signature on the documert hashm. If X
is any quartity that dependson m modulo g, we write E(X) to denote
the averagevalue (or expecatation) asm rangesover Ry,

Then the expectation of sp,, which we denote by Siarget, iS given by the
formula

Starget = E(Sm)

Ef r(m+F (m)

E f re(m+F (m) f eg(mM+F (M)
f E g(m +F E {(m)

+f F® E ( = (m) frev (mrev)) +F ™ E ( f (m) F rev (mreV))
(12)

rev

The rst two terms are the most straightforward to evaluate.

Prop osition 1. Assumethat f is invertible in R=¢R and that q is even.

Then ¥ 1
— N 1 3 K
= — — 4+ — :
E ¢(m) 17 1 o X (13)
k=0

Proof. Note that ;(m) = ff m=qg dependsonly on m modulo g. So

if we make the changeof variablesm = f 1 m®% wheref 12 Ris an

inverseof f in Rq and mPruns over Ry, the value of the sum (13) doesnot

change.lIt thus su ces to considerthe casef = 1, in which case 1(m) is
simply m=q
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We are assumingthat g is even, sincethis is the casein which we are
principally interested. For notational conveniencewe set Q = g=2.

We may treat the coe cien ts of m(X) asindependert random vari-
ablesthat are uniformly distributed in the setf Q; Q+ 1;:::;Q 1lg.
Then

1 Xt W 1XE @2
E(m;) = au= QU— > and E(m{) = au= Qu =
and therefore,
1 X it .
E(1(m)) = = E(mimi+ k)X
k=0 i=0
K 1 K 1t 1
= L7 Emy+ 2 E (Mi)E (M )X ¥
q i=0 k=1 i=0
2 X 1
_N@+2) N X
1292 Ag? K1

The evaluation of the crossterms in the formula for Starget Would be
similarly straightforward if the quartities ¢ and g were independen,
but they are not. Howewer, it is still possibleto give a simple formula for
the expectation.

Prop osition 2. Let g = p" be a prime power, and let f;g 2 R by any
two polynomials with the property that

f Imodgexists and f ! g6 cxXkK (modp): (14)
(In other words, f 1 g is not a monomial modulo p.) Then

(
if pis odd,

E ¢(m) o(m) = I+ X+ +xN 1) ifp=2 (15)

Proof. We rst obsenethat ;(m) only dependsonf modulo g and that
for any polynomial h that is invertible modulo g, we have
E tn(m) gn(m) =E t(m) g(m):

Taking h = f mod g, it thus suces to treat the casef = 1. Then
¢ (m) = m=q, and our assumptionis that g is not a monomial.
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The degreek coe cien t of the expection is equal to

1 X Xty g m
= 2 7
T moio 9
For any particular i, we considerthe sum

8 9
X g m X < 1"( 1 =
Mk i — = Mg i, — gmi j.
m a m - 4 j=0 '

The fact that g is not a monomial meansthat we can nd an index °
with ° 6 k iandg - 6 0 (mod p). In the outer sum over m =

can be moved past the outer my j, sowe obtain an inner sum that looks
like 8 9

X < 1 IX 1 =
Co-oogmp (16)
m- mod q q j=0 ’
Since the fractional part only depends on the value of the numerator
modulo g, we can make a change of variablesin the outer sum by setting
m- = g Lu (mod q). Then the sum becomes

8 0 19

X <1 X =

. -@u+ gmi jA

umodq’ q i6i

P
As u rangesover all valuesmod g, sodoesu+ g m; j, sothe above
sum is simply equalto

X w
w mod g q

(This is assumingthat g is even. If qis odd, then the sum will be sym-
metric and will equal0.)

Thesecomputations shaw that from the averageof s over a moderately
long transcript, the value of
F+f

can probably be recorered. Sowe assumethat the attacker, in posession
of a transcript of signatures, knows this value exactly.
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Now considerthe averageof the quartities siz, and denotethe (exper-
imental) averagevalue of s? over the nite transcript by

1 X
Sexper = n S
i=1

As m variesover all possibleN -tuples in Zq, the average,asn! 1,

Prop osition 3. The expectation of s? hasthe form
Starget = E(s?) = E; f2+4 Ef f F+E, F? (17)

wher E; and E, are given by the formulas:

Ei= 1+ 1(X+ X%+ +xV1h
Eo= 2+ (X +X%2+ +XxXN 1
1 1
=N —+ —
! 12 62
N
1_4q2
N2 N 1 ? 1 1 7 N2 N2 N8
5 = 1 = +N — —+ — + — — 0t —
72 kG 80 242 240ff 8P 8¢ 16
N 1 ? N2 1 N

= + —t =
Equivalently, Siarget is given by the formula
2Starget = (E2+ 2E7)(F + f)*+ (E2 2E)(F  f)% (18)

Proof. The proof of the formula (17) for E(s?) is a calculation similar to
the calculation of E(s) donein Section ??, but the computation is con-
siderably more complicated. We omit the details. The equivalenceof (17)
and (18) is obvious.

This calculation is similar to, but more complicated than, the calcu-
lation for E(s).

A rough approximation of the coe cien ts of 2Siaget USINGE1  N=12
and E, N2=72 gives

KE,+ 2E2k N2=36 and kE, 2E2%k N=120

27



For N = 251and g= 128we nd the exact values
KE,+ 2E2k 174424 and kE, 2E2k 209

The attackers objective is to nd information about the private key
- speci cally, the rst goal is to approximate f using the experimental
average Sexper-

Consider the expression

— 28exper (EZ + 2E%)(F + f)2 —

A
E, 2E§

Star et Sex er
Fof)? =225 R (19
(F 1) e, 222 (19

If the secondterm were small in comparisonto the rst term, then in
principle, one could take the squareroot to obtain

=] Star et SeX er
B:=AY (F f g - 20
© D nE =D )

Subtracting this from the known value of F + f gives

(F + f) B Starget Sexper
C=—— f+ : 21
2 AF f)E; 2E2) (21)
The quartity C is an -approximation to f, on average,if
p_
kC fk N: (22)

We will assumethat Seyper has beenadjusted to have the samemean
and certered norm as Siarget , I.€., they have the samemeanand variance.
Then we can usethe following formula to approximate the error:

kv wk?= kvk kwk 2+ 2kvk kwk 1 (v:w) :

Here (v;w) is the correlation coe cien t of v and w. Using this formula
and the normalization KSeyperk = KStarget k, we nd that

r
Starget 1 (Starget ; Sexper) .
(F f)E, 2E %) 2 '

kC fk

HenceC will bean approximation of f if if Sexper satis es

r
Starget 1 (Starget ; Sexper) p N
(F f)E, 2E f) 2 '
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Equivalertly, the correlation between Siarget and Sexper Must satisfy

Starget 2,
(F f)Ez2 2E)

(Starget ; Sexper) 1 2 N

For the particular parameters N = 251 and q = 128 and a sample
key (f ; F), an easycalculation gives

Starget :847.
F e &y O

Henceour theory predicts that the correlagcm = (Starget ; Sexper) and
the averagecoe cient error = kC fk= N should be related by the
formula

1 10°7%

or equivalertly D
10075 1 (23)

To reconstruct f from C, an attacker will need < 0.5, and possibly
even smaller. We conducted an experimert to determine the accuracy of
the theoretical prediction and to estimate the average coe cient error.
We set Seyper €qUalto Starget plus a small error and tabulated how many
of the coe cien ts of the computed value C di ered from the correspond-
ing coe cien t of its target value f. The experiments shoved that direct
recovery of f wasunlikely to be successfuif 1 is greater than 10 10,
but would almost certainly succeedif 1 were smaller than 10 13

We implemented the above algorithm and usedit on long transcripts
to attempt to recover f. After 10 million signatures,the correlation be-
tween C and f was only 43.1%, and the averagecoe cient of C f
had magnitude 4.99. Sincethe averagecoe cient of f itself had magni-
tude 4:68, this would not appear to be helpful.

Extending the transcript to 100 million signaturesimproved matters
a bit. The correlation betweenC and f was 74:2%, but the averagecoef-
cient of C f wasstill 3:36.

Remark 8. Becausea nite transcript of some(large) length leaksprivate
information, it is important to considermeasureswhich lengthen the size
of a practical transcript attack. One such measureinvolves perturbing
the lattice point m. Speci cally, after hashing the digital document D
to obtain the lattice point m, one could add a varying and secret to
m obtaining m® If is sucien tly small, the signature for m is also a
valid signature for m% The distribution for should be chosenwith care,
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sincethere are subtle attacks which are basedon discerningthe di erence
betweenthe distribution of normal signaturesand the distributions of the
perturb ed signatures.(In fact, it wasattacks of this sort that Gentry and
Szydlo exploited in demonstrating the weaknessof the schemeNSS.)
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